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Wilungle Virtual Central Console platform
support full set of features as Central Console
hardware appliances. By allowing organizations
to leverage virtual environment, Virtual Central
Console platform eliminate the need for
dedicated hardware, reduce cost of ownership
and simplify future upgrades. With the much
needed power to centrally manage multiple
Wilungle Unified Network security appliances
across distributed networks, it equips
Enterprises for actions like rapid deployment of
organization-wide security policies and updates.
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Specifications

Centralized Appliance Management

e Individual Appliances

e Automatic Discovery

e Appliance Provisioning Wizard

e Manual addition

e Appliance Groups: Mode, Firmware, City,
Regular Expression using Appliance
Name, Company and more

e Appliance Search: Appliance Name,
Model, Key, Firmware, Company and
more

Policy Enforcement

o Network configuration

e Web Filter

o Application Filter

e QoS Policy

o |PS

e Anti Virus

e Anti Spam

e Web Application Firewall

e Logs & Reports

e VPN

e User, User Groups and Guest Users

e Authentication configuration

e Access Time, Surfing Quota, Data Transfer

e System Administration & Configuration

e System Maintenance - Updates and
Services

e Certificates, Certificate Authority, CRL

Logs and Events

e Event Viewer - AV, IPS, System Logs,

e Authentication and Audit logs

e Log Viewer - Web Filter, Anti Spam,
Firewall,

e Authentication, Application Filter, WAF

Upgrade Distribution Service
e Security Upgrades
e AV, IPS & Application Signatures
e Web Filtering Categories
e WiJungleOS Firmware Updates
e Anti-Spam
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Appliance Monitoring & Alerts

e Dashboard for Appliance Group, Individual
Appliance

e Appliance Monitor Graph

e Alerts - Email, Slack, Flock, Telegram,
Skype, Trello

e Resource Utilization: CPU usage, Memory
usage, Disk usage

e Security Status: IPS threats, Virus,
Spyware, Bot, DDoS, Spam mail

e Productivity: Unhealthy surfing,
Connectivity, Appliance connection,
Gateway status change, VPN connection
status change, HA Status Change

e Subscription Module Status

Configuration Management

e Template-based configuration

e Template type - Global, Appliance-based,

e Clone

e Configuration Synchronization

e Backup and Restore

e Scheduled and Manual backup

e Auto Backup Frequency - Daily, Weekly,
Monthly

e Backup over Email, FTP, NAS or CP

e Backup Repository of Appliances

Control and Logging

e View change list of affected configuration

e settings

e View configuration changes details

e Compare different versions of
configurations

e Take configuration snapshot

e Roll-back to previous configuration

e Compliance Management - Audit trail for
policy and device changes

Headquarters
629, Jaipur Electronic Market,

Communication
e Secure Encryption
e Mutual Authentication
e HTTP, HTTPS, Syslog & Secure Syslog

System Management
e Web Based User Interface
e Command Line Interface
e Web2.0 Compliant Ul

System Administration
e Role-based Granular control over Appliance
e and Appliance Groups
e Pre-defined and Custom Administrator
e profiles
e Health Monitoring
e Central Platform - Managed Appliances

Hardware
e RAM - 64 GB
e SSD —2/4/8 TB or higher
e Processor - 2*Intel 8 Core
e Gbps Ethernet Ports - 6 Copper
e 2 USB Port, 1 COM

Support
e 24*7 Call and Email Support
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